Azure security project solution PART 1:
Creating a honeypot VM

In this project we will build our own security operations center by utilizing
Microsoft Sentinel to deploy a Security Information and Event Management
(SIEM) solution that monitors and generates alerts for a virtual machine - we
can use it as an RDP honeypot. We will also setup a threat intelligence feed that
sends information about common and newly discovered indicators of
compromise (IoCs) to the SIEM.

Task 1: Create a resource group and a Virtual Machine

1. After we have logged in to the Azure Portal, we begin by going to the Virtual Machines page,
selecting Create, and clicking on Azure virtual machine with preset.
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2. We then choose to the a Dev/Test under Select a workload environment and General purpose (D-
Series) under Select a workload type.
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3. On the next page, on the Basics tab, we create the following configuration:

Field Value

Subscription Our current subscription.

Resource group Create a new resource group called SIEMproject by
clicking on Create new in the Resource group section.

Virtual machine name Enter a unique VM name, such as SIEMprojectVM.

Region Select the with the least latency and highest
availability closest to you.

Availability options Select Availability zone.

Availability zone Select Zones 1.

Image Select Windows 10 Pro
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Create a virtual machine

I Changing Basic options may reset selections you have made. Review all options prior to creating the virtual machine,

Subscription Azure subscription 1

L

Resource group (New) SIEMproject

Instance details

Virtual machine name SIEMprojecty/i
Region (Europe) West Europe
Availability options Availability zone

Zone options

Availability zone

# You can now select multiple zones, Selecting multiple zones will create one VM
per zone.

Security type Trusted launch virtual machines
Image 8 Windows 10 Pro, version 22H2 - x64 Gen2 (free services eligible)

VM architecture

4. We scroll down to create our admin account username and password and allow RDP port 3389.

Note: RDP events are the most easily generated security events which is why they are ideal to
quickly test if our SIEM solution is successfully generating alerts. In a production environment, it is
best to use Microsoft Defender for Cloud's just-in-time (JIT) access for VMs for maximum
security.
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Create a virtual machine

D-series is recommended for general purpose workloads

Enable Hibernation

i’ Hiberate is not supported by the size that you have selected, Choose a size that is
compatible with Hibemate to enable this feature. Leam more

Administrator account

Username ‘ VMadmin

password [esassvssesees

Confirm passward cessesesesens

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

public inbound ports O Nene
Allow selected ports

Select inbound ports [ RoP (3389)

i Al traffic from the internet will be blocked by default, You will be able to
change inbound port rules in the Y > Networking page.

Licensing

5. We can leave all other tabs to their default values and go straight to the Review + create tab
where we click on Create to deploy the resource.

Microsoft Azure £ search resources, services, and docs (G+/) &) copilot

Create a virtual machine

@ Velidation passed

Subscription credits apply
by Microsoft 0.2400 USD/hr

TERMS

By dlicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the for additional details.

& You have set RDP port(s) open to the internet. This is only recommended for testing. If you want to change this setting, go
back to Basics tab

Basics

Azure subscription 1
(new) SIEMproject
SIEMprojectvM
West Europe
Availability zone
Self-selected zone




6. We now wait for notification that our deployment is complete.
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Cost Management
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Task 2: Create a Log Analytics workspace and activate Microsoft Sentinel

1. Once that is done, we go back to the Azure Portal and type in “Microsoft Sentinel” into the search
box.
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2. On the Microsoft Sentinel page, we simply click on Create Microsoft Sentinel.
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3. We can then either add Sentinel to an existing Log Analytics workspace or create a new one. Here
we have no existing workspaces, so we click on the Create a workspace button.

= Microsoft Azure m P Search resources, services, and docs (G+/) [ — 8

Add Microsoft Sentinel to a workspace

Create a new workspace Refresh

No workspaces found

4. On the Create Log Analytics workspace page, we make sure that we have selected the same
resource group as the resources that we want to monitor - in this case, the SIEMproject resource
group where our VM is. We also make sure that we are deploying it the same region, in my case
West Europe. Finally, we name our workspace, select Review + create, and click Create after
we've reviewed our configuration.

Microsoft Azure @ Upgrade 2 Search resources, services, and docs {(G+/) & Copilot

Create Log Analytics workspace

Basics  Tags Review + Create

s *
i’ ALog Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations you
should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your menitored resources in
Azure and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your
log data is collected and stored

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription Azure subscription 1

L

Resource group SIEMproject

Instance details

Name SIEMIogs

Region West Europe




5. Once we are notified that our Log Analytics workspace is created, we click on the Add button to
add Microsoft Sentinel to the workspace.

Microsoft Azure Upgrade £ search resources, services, and docs (G+/) & copilot
DEFAULT DIRECTORY

Add Microsoft Sentinel to a workspace
Create a new workspace Refresh

# Wicrosoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

Fiter by name.

Workspace 14, Location ty ResourceGroup 1y Subscription 1y, Directory t

P siEMiogs westeurape siemproject Azure subscription 1 Default Directory

6. We now wait for the confirmation that Microsoft Sentinel has been activated.

Microsoft Azure Upgrade O Search resources, services, and docs (G+/) @ copilot 8
DEFAULT DIRECTORY @0

Notifications X

orks, M

#, Microsoft Sentinel|| News & guides
d works 9

Documentation
@ Successfully added Microsoft Sentinel
o EmEm What's new  Getstarted  Free trial el
take a few minutes for your w
jorkspaces list

® Overview
#® Logs .
A cloud-native SIEM to help you focus on what matters most

. News & guides

Collect and analyze data from any source, cloud or on-premises, in any format, at cloud scale. With Al on your side, find, investigate, and respond to real threats in minutes,

® search with buiti-in knowledge and intelligence from decades of Microsoft security experience. eployment *

Threat management
M Incidents
B workbooks
Install your first content hub solution

Hunting

& Notebooks

Discover and install Microsoft Sentinel content, which includes data connectors, workbooks, analytics,
and automation with a single deployment step. ‘

@ Entity behavior

© Threat intelligence Go to content hub
B MITRE ATTRCK (Preview)

+ SOC optimization

Content management

@ Content hub

. 1. Collect data
& Repositories (Preview)

Collect data at doud scale across the enterprise from on-premises to multiple douds.
& Community
Configuration

Workspace manager
& P g

(Preview) Documentation

88 pata connectors %@  Data connectors documentation

& Analytics

@ Ssummary rules (Preview)
B watchlist

4% Automation

Settings
2. Create analytics rules

Enable and create analytics rules to detect threats and suspicious activities.




Task 3: Setting up a Data Connector and creating a data collection rule

1. We now need to add our virtual machine to the Log Analytics workspace so that its event logs can
be ingested by Microsoft Sentinel. If we go back to the SEMlogs Log Analytics workspace page and
go to Agents under the Settings blade, we will see that we have 0 Windows computers connected
to the workspace.

Microsoft Azure
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Log Analytics workspace

search X«

= Overview

&8 Windows servers & Linux servers
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& Tags
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2. To remedy this, we have to set up a Data connector. This is done by going to the Microsoft
Sentinel page, clicking on Data connectors under the Configurations blade, and going to the
Content hub.

Microsoft Azure
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A
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Microsoft Sentinel
Default Director

g2z Microsoft Sentinel | Data connectors
¥ Selected workspace: siemlogs

Search X«

~ General

Create 5% Manage view v - Refresh ' Guides & Feedback

Data Connector with "content source = gallery content” have been removed. All the removed content and more is available in content hub. Click here to reinstate in use "content source = gallery content” templates.

o

Connectors

Fiter for any field... |

Name * # Overview

-

Connected

B More content at
#® Logs Content hub
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& News & guides

® Search

Search by name or provider Providers Data Types Status

Threat management

# Incidents
Status Connector name T

B workbooks

§ Hunting ——
B Notebooks == Data connectors
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*' SOC optimization
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& Content hub

& Repositories (Preview)
& Community
Configuration

4, Workspace manager
® (preview)

“i. Data connectors

& Analytics

@ summary rules (Preview)
B watchlist

43 Automation

£¥ Settings

Microsoft Sentinel comes with several data connectors for Microsoft and non-Microsoft products to help get your data onboarded. These
data connectors are available out of the box and provide real-time integration with products indluding Microsoft Defender XDR Microsoft
Defender for Identity, Microsoft 365 sources, Azure AD, Microsoft Defender for Cloud Apps, and more. In addition, there are built-in
connectors to the broader security ecosystem for non-Microsoft products.

Getting started No Connector selected

Select a Connector to view more details

Featured data connectors ~ 14 More data connectors
- o=
4 1 4 Explore all connectors in content hub. Install on

demand.

These are the top data eonnectors for your data
ingestion and onboarding needs

Get these data connectors Go to content hub

3. On the Content hub page, we input “Azure Monitor Agent” into the search box, select Windows

Security Events from the results and click on Install.




Microsoft Azure

Content hub

Refresh Install/Update SIEM Migration Guides & Feedback

& 367

Solutions

fiE 303 0

Installed

+0

Standalone contents Updates

Azure Monitor Agent Status: Al Content type : Data connector (359)  Support : All

Content title Status Content source  Provider

Cisco ASA Not installed Solution

Common Event Format Not installed Solution Microsoft

CyberArk Privilage Access Manage. Not installed solution Cyberark

Fortinet FortiWeb Cloud WAF-as-a-S, Not installed Solution Microsoft

P Ridge security Ridgeot Not installed solution RidgeSecurity

syslog Not installed Solution Microsoft

k=] windows Firewall Not installed Solution Microsoft

Not installed Solution Microsoft

Oo|o|ooo o o g

[8] windows Forwarded Events

[&] windows security Events Not installed Solution Microsoft

B windows server bis Not installed Solution Microsoft

Showing 1to 10 of 10 results.

Provider : All

support

Microsoft

Microsoft

Cyberark

Microsoft

RidgeSecurity

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

category : Al
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Content sources : All

Category

Security - Automation (SOAR)

IT Operations

Identty

Security - Automation (SOAR)

Security - Vulnerability Management

IT Operations

Security - Network

IT Operations

Security - Threat Protection

Networking

& copilot

Content type

Analytics rule (2) || Data connector (2)
+2

Data connector (2) | Workbook

Data connector (2) || Workbook

Analytics rule || Data connector (2) | | +4

Analytics rule (2) || Data connector

Analytics rule (7) | | Data connector (2)

+3

Data connector (2) | Workbeok

Analytics rule (2) | Data connector

Analytics rule (20) || Data connector (2)
+2

Analytics rule (5) || Data connector (2)
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DEFAULT DIRECTORY @0

‘Windows Security Events

2 Microsoft
Support

Microsoft
Provider

Description
Note: Please refer to the following before installing the solution:
« Review the solution

The Windows Security Events solution for Microsoft Sentinel allows you
to ingest Security events from your Windows machines using the
Windows Agent into Microsoft Sentinel. This solution includes two (2)
data connectors to help ingest the logs.

1, Windows Security Events via AMA |- This data connector helps
i ingesting Security Events logs into your Log Analytics
Workspace using the new Azure Monitor Agent. Leam more
about ingesting using the new Azure Monitor Agent
Microsoft recommends using this Data Connector.

2. Security Events via Legacy Agent - This data connector helps in
ingesting Security Events logs into your Log Analytics Workspace
using the legacy Log Analytics agent

NOTE: Microsoft recommends installation of Windows Security Events
via AMA Connector. Legacy connector uses the Log Analytics agent
which is about to be deprecated by Aug 31, 2024, and thus should only
be installed where AMA is not supported.

Data Connectors: 2, Workbooks: 2, Analytic Rules: 20, Hunting
Queries: 50

yntent ty
& 20
Analytics rule
H:
Workbook

t 50
Data connector Hunting query

4. Two data connectors should now show up on the Data connectors page. We select the Windows
Security Events via AMA connector and click on Open connector page.
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Status : Not connected (2)

& copilot

Data Connector with "content source = gallery content” have been removed. All the removed content and more is available in content hub. Click here to reinstate in use “content source = gallery content” templates.
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e Windows Security Events via AMA

Disconnected X Microsoft o -
Status Provider Last Log Received

Description

You can stream all security events from the Windows machines
connected to your Microsoft Sentinel workspace using the Windows
agent. This connection enables you to view dashboards, create
custom alerts, and improve investigation. This gives you more insight
into your organization's network and improves your security
operation capabilities.

Last data r d

Content source @ ersion

Windows Security Events 100

Author Supported

Microsoft

(28] & 20

Queries Analytics rules templates

Open connector page




5. Once on the connector page, we click on +Create data collection rule and input a Rule name on
the Basic tab like, for example, WinEventLogsToSentinel. We then click on Next: Resources.

i Upgrade P Search resources, services, and docs (G+, & copilot 0 S
MicrosortAzure s T v sz S

Create Data Collection Rule
Windows Security Events via AMA tion tule management
Collect Review + create
iption to manage deployed resourc e resource groups like folders to organize and
ge all of your resourc
e Windows Security Events via AMA Prerequisites Rule details
Rule name WinEventLogsToSentinel
] AT To integrate with Windows Security Events via AMA make sure you have:

Provider cive iption * @ cription 1

/' Workspace data sources: read and write permissions
source group * @
To collect data from non ; talled and enablec R

Configuration
Enable data collection rule

ecurity Events logs are collected only from Windows agents.

Refresh
Vindows Security Events
Rule name Created by Filter name
Author
Microsoft

Related content

1 é 20 T Create data collection rule
Queries Analytics rules templates

19 October 21 Octobe

SecurityEven Next: Resources >

6. On the Resources tab, we select the subscription, resource group, and VM we wish to include and
click on Next: Collect.

ke sure to re-select

sting User Assigned Identities (if any)
or all other applications.

Subscriptions Resource Groups Resource Types Locations
Selected: All ~ || Selected: All ~ || Selected: All g Selected: All
Search te filter item: Show Selected
Scope Resource Type Location
re subscription 1

v @) siemproject

" siEvprojectviv microsoft.computevirtualmachines

< Previous Next: Collect »




7. On the Collect tab we select the All Security Events radio button and click on Next: Review +
create.

Create Data Collection Rule

on rule m men

Basic Resources Collect Review + create

Select which events to stream. (@

All Security Eve Common (_J Minimal (_) Custom

< Previous MNext: Review + create >

8. We then click on Create once more to finalize the process.



create Data COIIECtion RUIe te Data Collection Rule Succeeded

e ment ully created rule WinEventL entinel

Validation passed

Basic Resources Collect Review + create
Basic
Data rule name WinEventLogsToSentinel
Azure subscription 1
SIEMproject
Selected resources
Name Type
siemprojectvim microsoft.compute/virtualmachines

Selected events
AllEvents

< Previous

Task 4: Creating a Microsoft Sentinel scheduled rule and generating an
incident

1. We now want to go back to the Microsoft Sentinel page an create a rule that check for successful
sign ins via RDP. To do this, we select Logs under the General blade. We type in the following
query and hit Run:

SecurityEvent
| where Activity contains "success” and Account Icontains "system”
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™ New Query 1* Try the new Log Analytics Feedback Queries hub

# S s Time range : Last 24 hours New alert rule > Export = Pinto Format query

. . SecurityEvent
Tables  Queries  Functions - nt
> 2 ctivity and Account !

3
guides
Filter Group by: Solution
v Threat management Collapse all
i incide Faverites
B workbooks You can add favorites by dicking on

the ¥ icon
# Hunting

» LogManagement
8 Notebooks
4 Microsoft Sentinel

» B2 SecurityEvent

v Content management
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2. We then click on New alert rule and select Create Microsoft Sentinel Alert.

M New Query 1* Try the new Log Analytics Feedback Queries hub

#® SIEMlogs Time range : Last 24 hours v are Mew alert rule A7 Pin Format query

» SecurityEvent

| ] ; Create Azure Monitor alert
where Activity ¢ i d Account !c

Create Microsoft Sentinel alert

ft Sentinel alert

3. The General tab of the Create a new Scheduled rule page, we name our rule, choose the severity

level of the event, and select Initial Access under MITRE ATT&CK. We then move on to the Set
rule logic tab.



Microsoft Azure  [CRUT IR

Analytics rule wizard - Create a new Scheduled rule

General  Setrulelogic Incidentsettings  Automated response  Review + create

ytics rule that will run on your data to detect threats.

Analytics rule details
I Local Sign Ins

ption

tor sign in has occured on the Virtual Machine.

Next : Set rule logic »

4. There, we set the Alert threshold to Is greater than 0, select the Group all events into a single
alert radio button under Event grouping, and click on Next: Incident settings.

Alert threshold
Generate alert when number of query results *
Is greater than

Event grouping

Configure how rule query results are grouped into alerts
Group all events into a single alert

':.:_:':' Trigger an alert for each event

Suppression

ning query after alert is generated (@

< Previous Next : Incident settings =

5. We leave the defaults on the Incident settings tab and the Automated response tab and go to the
Review + create tab where we click on Save.



Analytics rule wizard - Create a new Scheduled rule

Validation passed.

General Set rule logic Incident settings Automated response Review + create

MITRE ATTE.CK "™ |nitial Access

Severity l Medium
Status S

Analytics rule settings

Rule query SecurityEvent | where Activity cor and Account !conta

Rule frequency
Run query every 5 minutes

Rule period
Last 5 minutes data

Rule start time Automatic

Rule threshold
Trigger alert if query returns more than 0 results

Event grouping Group all events into a single alert
Supp! on Mot configured

Entity mapping
Not configured

‘Custom details

Not configured

Alert details

Mot configured

Incident settings

Create incidents from this rule Enabled
Alert grouping © Disabled

Automated response

Automation rules Mot configured

6. If we go back to the Microsoft Sentinel page and select Analytics under the Configuration blade,
we can now see our newly created alert rule on the Active rules tab. Logging into our VM via RDP

should trigger it.

é Microsoft Sentinel | Analytics

Active rules

Analytics

£ Avtomat

Seti




7. To test it, we go to our VM’s page, go into the select Connect under the Connect blade, and click on
Download RDP file.

Virtual machines ¢ SIEMprojectVM | Connect

D It D ) Virtua ne
l- £ ~
Refresh Troubleshoot More Options ™
Overview
Connecting using

Public IP address |

Name T Activity log -

. Ac control (JANM)
B siemprojectviv
L T Admin username
Tags

i Port { )
Diagnose and solve problems
Just-in-time policy : Unsupported by plan @

Most common
. . cal machine
B, windows Admin Center
Native RDP
~  Networking
) ) Connect via native RDP without any additional s
£ Network settings needed. Recommended for testing only.

& Load balancing Public IP address (1 1.97)

@ Application security
groups

8 MNetworl
Download RDP file

" More ways to connect (4)

Operating system
Configuration

Advisor
recommendations

Properties

Page | 1 f Locks

8. We log in to the VM with our credentials.



) SIEMprojectVM - 172.205.151.97:3389 - Remote Desktop Connection

VMadmin

Welcome

We then go the Incidents (or Overview) page of Microsoft Sentinel to view our generated alert.
should look like this:

Microsoft Azure P " 7 S @ copilot Q8 @ &

DEFAULT DIRECTORY

Microsoft Sentinel @ Microsoft Sentinel | Incidents

Default Director cted workspace: 'semlogs

Create Manage view v+ Create incident (Preview) Refresh Last 24 hours /55 Actions Delete Security efficiency workbook == Columns Guides & Feedback

~ General Open incidents by severity

® ovien preven =2 32 20
Open incidents Active incidents High (0) I Medium (2) N Low (0) 1 Informational (0)

#® Logs
® siemiogs v

Successful Local Sign Ins
& News & guides Search by ID, title, tags, owner or product Severity : All Status : 2 selected ~more @) | B ) &

#® search S
(® ) Auto-refresh incidents & Unassigned ™ | 3% New | Medium
Threat management Owner Status Severity
& Incidents [ severity ™ Incident number ~y  Title Ty Incident provider n...  Alert product name
nacent Description

B wortoooks O I Medium Successful Local Sig Azure Sentinel Microsoft Sentinel An administrator sign in has occured on the Virtual Machine.
p— (] I Medium Successful Local Sig, Azure Sentinel Microsoft Sentinel ArpETRES

* Microsoft Sentinel
¥ Notebooks

Evidence

& Entity behavior
3 LA

© Threat intelligence

& MITRE ATT&LCK (Preview)

Lest update time Creation time

2210724, 2237 2210724, 2237

* SOC optimization
Content management.
Entities (0)

& Content hub -
) et S (P Tactics and techniques
& Community ~ B initial Access (0)
Configuration

Incident workbook
Workspace manager
(Preview)

&

Analytics rule
Data connectors

& Analytics

Tags
® summary rules (Preview)

B viatchist The investigation graph requires that your incident

includes entities (for example: user, host, IP, etc.). Use the
entity mapping option when defining your alerts. Learm

£3 Automation

£ Settings

Actions

We can now use this VM as an RDP honeypot




Azure security project solution PART 2:
Creating a threat intelligence feed using MISP

We will now setup a custom OSINT data feed to our Sentinel instance. Microsoft does have its own threat
intelligence instance, but for this project we will be using the MISP open-source threat intelligence
platform.

Task 5: Creating an Ubuntu server VM and setting up Docker

1. We begin by creating another preset virtual machine with these specifications. The rest can be
leave at their default values.

Field Value

Subscription Our current subscription.

Resource group SIEMproject

Virtual machine name Enter a unique VM name, such as OSINTprojectVM.
Region Select the same region as previous resources
Availability options Select Availability zone.

Availability zone Select Zones 1.

Image Select Ubuntu Server 24.04 LTS - x64 Gen2

Size Select Standard_D2s_v3 - 2 vcpus, 8GiB memory

2. We then click on Download private key and create resource when prompted.

Create a virtual machine

3. We then click on Go to resource, navigate to the Connect page, and click Select under the SSH
using Azure CLI connection method.



OSINTprojectVM | Connect

4. We then tick the checkbox beside “I understand just-in-time policy on the virtual machine
may be re-configured...” in the wizard to continue.

SSH using Azure CLI

om
Connect from your local machine

Configure prerequisites for SSH using Azure CLI

Azure needs igure some features in ynnect to the VM,

Configuring prerequisites

System assigned managed identity

Configuring system-assigned managed identity.
) Microsoft Entra 1D SSH Login Extension

Installing Microsoft Entra ID based 55H Login

Virtual machine user or administrator login
ual machine administrat i oup will allow
login to the virtual machine via Clo

Port 22 access
Port 22 is accessible on this virtual machine for all configured IPs.

i Changethe p connecting to this virtual machine on th
page of the virtual machine.

& Public IP address: 4.245.4.197
A public IP addr

| understand -time pol n the virtual machine may be re-configured to allow
ort 22,

5. When the shell opens, we will be prompted to confirm we would like to continue connecting and
input “yes”.



2 Sswitch to Powershell  C' Restart Manage files E‘ﬁ New session ,f Editor Dc Web preview 33 Settings -_E"- Help ~

Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

sibil [ ~ ]$ az ssh vm --resource-group SIEMproject --vm-name OSINTprojectVM --subscription 1c231d77-b5€6-4287-925c-aba83bffa6fb
OpenSSH_8.9p1, OpenssL 1.1.1k FIPS 25 Mar 2821

The authenticity of host "4.245.4.197 (4.245.4.197)" can't be established.

ED25519 key fingerprint is SHA256:jVt1c3//XLioTW2NBhbVY8Uoce5xHNQ11PAs]/kDhUs .

This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])?|yes

6. We now go to the webpage docs.docker.com/engine/install/ubuntu/, scroll down to the Install
using the apt repository section and follow the steps there.

@ dockerdocs  Getsaned  Gu anuls  Reference

install Docker Engine from

Ve

Table of contents

ast machine, you need to set up the Docker repository. Afterward,

sudo apt-get update
sudo apt-get install ca-certificates curl

sudo install -m 8755 -d /etc/spt/keyrings

sudo curl -fsSL https://download. docker  con/Linux/ubuntu/gpg -0 /etc/apt/keyrings/docker.asc
sudo chmod a+r /etc/apt/keyrings/docker. asc

Ifyou use an Ubuntu derive o, such as Linux Mint, you may need 1o use UBUNTU_CODENARE instead of

VERSION_CODENAME

sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-

7. We first add Docker’s official GPG key:

sudo apt-get update

sudo apt-get install ca-certificates curl

sudo install -m 0755 -d /etc/apt/keyrings

sudo curl -fsSL https://download.docker.com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker.asc
sudo chmod a+r /etc/apt/keyrings/docker.asc

8. We then add the repository to apt sources:

echo \

"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.asc]
https://download.docker.com/linux/ubuntu \

$(. /etc/os-release && echo "$VERSION_CODENAME") stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

sudo apt-get update



Note: in my case here I got the following error:

2 switchto Powershell ' Restart G Manage files ~  [§ Newsession &2 Editor (b web preview €55 settings v (3) Help v

et:5 https://download.docker.com/linux/ubuntu noble InRelease [48.8 kB]

r:5 https://download.docker .com/linux/ubuntu noble InRelease

The following signatures couldn't be verified because the public key is not available: NO_PUBKEY 7EAGASC3F273F(D8
lit:6 https://packages.microsoft.com/repos/microsoft-ubuntu-noble-prod noble InRelease

Reading package lists. .. Done

: GPG error: https://download.docker.com/1linux/ubuntu noble InRelease: The following signatures couldn't be verified because the public key is not available: NO_PUBKEY 7EAGASC3F273FCD8
: The repository 'https://download.docker. com/linux/ubuntu noble InRelease’ is not signed.

: Updating from such a r'Est:ltDr'y can’t be done securely, and is therefore disabled by default.

I fixed this in the following way:

L. Update the GPG Key for Docker's Repository: We need to download and add the correct public key
for the Docker repository manually. We run the following commands:

curl -fsSL https://download.docker.com/linux/ubuntu/gpg [ sudo gpg --dearmor -o /usr/share/keyrings/docker-
archive-keyring.gpg

This command fetches the GPG key and stores it in /usr/share/keyrings/docker-archive-keyring.gpg.

IL. Update the Docker Repository List: Now that we have the key, we update the Docker repository
entry to use the GPG key we just added. We create or update the following repository file:

echo \

"deb [arch=$(dpkg --print-architecture) signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu \

$(Isb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

This ensures that the correct key is used when installing Docker.

II1. Update Package Index and Install Docker: Now, we update our package list and install Docker:
sudo apt-get update

sudo apt-get install docker-ce docker-ce-cli containerd.io

9. We can now continue with our installation of the docker packages:
sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

Note: input Y

$ sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
docker-ce-rootless-extras 1ibltd17 1ibslirp® pigz slirpdnetns
Sugpested packages:

aufs-tools cgroupfs-mount | cgroup-lite
The following NEW packages will be installed:
containerd.io docker-buildx-plugin docker-ce docker-ce-cli docker-ce-rootless-extras docker-compose-plugin 1ibltdl7 libslirp@ pigz slirpdnetns
@ upgraded, 1@ newly installed, @ to remove and 1 not upgraded.
Need to get 123 MB of archives.
After this operation, 442 MB of additional disk space will be used.
Do you want to continue? [Y/nlf¥]

10. If no errors are present, the response should look like this:



Running kernel seems to be up-to-date.

No services need to be restarted.
No containers need to be restarted.
No user sessions are running outdated binaries.

Mo VM guests are running outdated hypervisor (gemu) binaries on this host.

s 1

11. We now run the hello-world image to verify that the installation is successful:

sudo docker run hello-world

$ sudo docker run hello-world

Unable to find image "hello-world:latest” locally

latest: Pulling from library/hello-world

clec31eb5944: Pull complete

Digest: sha256:d211f485f2dd1deel@7a8B8973c8F129f00d54684d2c90732e82320e5038a0348
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

generate this message, Docker took the following steps:

. The Docker client contacted the Docker daemon.

. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, wvisit:
https://docs.docker. com/get-started/

4 |

Task 6: Setting up MISP

1. We can now get the MISP docker image from this URL: github.com/MISP /misp-docker:

git clone https://github.com/MISP/misp-docker

$ git clone https://github.com/MISP/misp-docker
Cloning into "misp-docker'...

remote: Enumerating objects: 2888, done.
remote: Counting objects: 18e% (467/467), done.

remote: Compressing objects: 188% (159/159), done.

remote: Total 2080 (delta 489), reused 327 (delta 385), pack-reused 1613 (from 1)
Receiving objects: 1@e% (2080/2080), 454.23 KiB | 8.26 MiB/s, done.

Reioluing deltas: 108% (1121/1121), done.

$




2. We can check whether the image is in the directory by typing dir.

% dir

misp-docker

$

3. The next step is to navigate to the misp-docker directory using the cd command.
4. We then use the dir command once more to confirm we changed directories.
5. And finally we compy the template.env file with the following command to create a new .env file:

cp template .env .env

$ cd misp-docker

% dir

LICENSE README.md core docker-bake.hcl docker-compose.yml experimental modules +template.env
$ cp template.env .env

i

6. We have to now edit the new file using nano by typing in nano .env which should open up the editing
software.

Z Switch to PowerShell ' Restart @ Manage files ~ [§ New session &7 Editor [» Web preview 4% Settings (%) Help ™~

GNU nano 7.2 .env

CORE_TAG=v2.5.1
WODULES_TAG=v2.4.198

PHP_VER=20220829

LIBFAUP_COMMIT=3a26d@a

7. We scroll down to BASE_URL and input our VM’s public IP address.



r,

2 Switch to PowerShell \M Restart (i Manage files Ei MNew session .f Editor Do Web preview %\:i":' Settings ™

GNU nano 7.2 .env ¥

GPG_PASSPHRASE=
CRON_USER_ID=
BASE_URL=ht
ENABLE_DB_SETTINGS=
ENCRYPTION_KEY=

ENABLE_BACKGROUND_UPDATES=

8. We then input Ctrl+X to Exit and will be propmpted to save our changes. We confirm with Y and then Press
Enter on the File name to Write: .env prompt.

9. The next step is to input sudo docker compose pull if to use pre-built images. Once completed, it should look
like this:

Switch to Po 1 Rest Manage file 3 New session Editor [ web pre Sett Help - 7 X

rial not Defaulting
not set. Defaulting

cte, it will be ignored, please resove i d potential confusion

10. We then run the command sudo docker compose up to spin up the docker container. Successful completion
should end with INIT [ Done...



2 switch to Powershell ' Restart @ Manage files B’ Mew session f Editor D:l Web preview

Settings ' (7) Help Vv

MISP | Set Up AAD ...

... Entra (AzurefD) authentication disabled

MISP | Set Up Session ...

... Session configured

MISP | Set Up Proxy ...

... Proxy disabled

MISP | Mark instance live

Set live status to True in Redis.

Set live status in PHP config file.

MISP is now live. Users can now log in.

INIT | Configure PHP ...

2024-10-23 14:08:35,229 INFO waiting for php-fpm to stop
Entrypoint FPM caught SIGTERM signall!

Killing process 38

2824-18-23 1. 35,230 WARN stopped: php-fpm (exit status 143)
20824-18-23 14: 5,248 INFO spawned: "php-fpm® with pid 3679
Configure Change PHP values ...

Configure Setting "memory limit = 2848M"

Configure Setting 'max_execution_time = 388"

Configure Setting "upload max filesize = 5@M"

Configure Setting 'post_max size = 58M’

Configure Setting 'max_input_time = 388"

Configure Setting 'session.save path = "tcp://redis:63797auth=redispassword"
Configure Starting PHP FPM

2024-10-23 14:08:36,306 INFO success: php-fpm entered RUNNMING state, process has stayed up for > than 1 seconds (st
php-fpm: stopped

php-fpm: started

INIT | Done ...

Note: Ctrl+Z might be necessary to exit the process after INIT [ Done... is dislayed.

11. To make sure that everything successed we can check the status of the container with sudo docker ps.

(unhealthy)

12. We now go the Network settings page under the Networking blade of the Ubuntu VM. We need to create an
inbound port rule for Port 443.

soft Azure

A Search resources, senvices, and docs (G+/)

#8 OSINTprojectVM | Network settings

nd soive prob

Enabled

+ Create port rule ~

sowrce ==all  Desti

Priority T Hame

T Newsassion 2 Edto Settng Hel - 2 X

sudo docker co

HAM

(unhealthy) , 128 o 3-5443 :443->443/tcp]  misp
misp
Lt




13. We input the following configuration and select Add:

® Add inbound security rule

1 port ranges

om443Inbound

14. We then paste our VM’s public IP address into a browser and bypass the warning that the page is unsafe
(we need to add a signed certificate to fix this).

Note: this should now work for any VM we have, such as the honeypot VM from PART 1.



A Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 4.245.4.197. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Go Back (Recommended) Advanced...

4.245.4.197 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code:

Go Back (Recommended) Accept the Risk and Continue

15. The MISP instance is now running.

MISP

Threat Sharing

Login

16. We log in using the following credentials:

e User: admin@admin.test
e Password: admin

17. Now we should have access to our MISP Instance.



18. Since this is a public-facing server, it is highly recommended to change our admin password. This is done by
clickin on Admin at the top-right, then going to Change Password and selecting new password.

) . Change Password

Hew password @ Confirm new password

19. We now have to enable the OSINT feeds. To do this, we first go to www.misp-project.org/feeds/ or directly
from GitHub at https://github.com/MISP/MISP/blob/2.4/app/files/feed-metadata/defaults.json.

20. We copy the contents of the JSON file.

21. We then go back to the MISP instance, go to Synch Actions, and select Feeds.



Remote Servers

Edit My Profile Change Password

Change Password

SightingDB
MNew password @ Confirm new passwc
Communities
My Profile
My Settings Cerebrates
- ) TAXIl Servers
Periodic summary settings
Set Setting Confirm with your current password Event ID translator

List Organisations

Role Permissions ]
List Sharing Groups

Add Sharing Group
List Sharing Group Blueprints

Add Sharing Group Blueprint

Categories & Types
Terms & Conditions

Statistics

22. We go to the Import Feeds from JSON menu, paste the code we copied from GitHub and click on Add.

ListFeeds Paste feed data

Search Feed Caches

Add Feed Paste a MISP feed metadata JSOM below to add feeds.
Feed overlap analysis matrix [ ~
Export Feed settings {

"Feed" {

"name": "ELLIO: IP Feed (Community version)",

"provider": "ellio.tech”,

"url": "hitps:/icdn ellio.tech/community-feed",

"rules": "[\"tags\" VORI NO TV orgs\ " ORI NO T

"enabled" true,

"distribution": "0",

"default": false,

"source_format": "freetext”,

"fixed_event": true,

"delta_merge": true,

"publish" true,

"override_ids": false,

"settings": "["csvi"{\value\" " Vdelimitert":\" V"L "commont':
[excluderegexi"\"\"}}",

B €

Add

23. We now need to enable them, which is done by selecting the checkbox next to ID on the Feeds page that we
will be automatically redirected to and clicking on Enable selected. We have to do this for all 5 pages

individually.




@kaokup Caches of fe1ch

160 8313 (nabled fesd:

store 3l feed dat

Allfecds _Enabled feeds

Name Format Provider Org Source URL Headers Target Pubish

Fesanatenasiea X

CIRCL OSINT Fesa misp  CIRCL network NS wwaLciL I

2 ox x The Botrijcu misp ot au network heps Shvarw ot swdatafoed Feodnotenatled X X X Al com
osin
2% x Weelex elliotech nebwcrk ity v ox Yourol
4 x x blackutes of o eesEmeringmvests net Fesanotenviea X v X Yourol
ules emergingihreats net tules emergingieats ne
blackruleslcompromisedps i
x x Tor eutnodes 3 TOR Mooe LiStTom dan.me.uk - carst, i feed appiies a lock-out afer each pull. Tis network Fesdnotenavied X v X Yourol
x x TorAL s TOR Hode Listfrom dan me.uk - Careful, i eed applies a lock-out aher oach pull This is shared wih the “Tor et nodes” o network warw dan me ukAolcy Feod ot ena v o x Your o
x x Cybercrime backeenel - feelesl cybercrime-fracketnet network s Jybererime-backernel Feednotenatled X v X Yourol
» anphp
& x x Phismznconingvalls s Prishank ntWork. haDSAata SR nEANK Com v x Youron
phishing caline-vali cv
s x x ip-Blocsclst - snoerg s ot ey etwork 1 ednat enab v x
blackist
0 x x Gamangor panels  Mested pan-unt n Fesanatensvied v v X Yourol
unil4ZNacsimasterdamondos
@amandtox_panets ot
x x v hemenuugno o mame nuug nai-pele Feednotenasied v v X Youron
pop3gropers bt
1z x x Feoao I Blocsist v abusecn nEpsMeadoracker abuse o Fesdnatensoied X x ox Your o1
GomnioadsAgbloctiste:
I x “ Woelext apenghish com network s fead bt Feod not ena x Your o
< >

24. All feeds should now have checkmarks. We then click on Fetch and store all feed data.

Feeds

Generate feed loakup caches orfelch feed o led feeds only

Load d;

istom feeds: s

(] 1 Enabled Coching Ham Format. Provid Sour Heoders Tarpet ubish Dot Distribut
O+ v | = CIRCL OSINT Feed misp network N cirel haidoeimispy x  ox x Hllcomn
fead-asint
Oz« | = The Botr eu Data mis o atafees x  x x il corn
O« | = ELL wastert allio tech atwark Newfmdwant & v X Your org
(Communit version
e v | = blocirules of v ules emergingtireats net natwork Newfedewmnt X v K Your org
s, emer
Os v | = w  TORMNode List k- carehl, i feed appiie: netwark b » Mew frg x v ox Your org
ext
s v« | = o TORMods Listrom dan me uk - carsful T fend appikes alock-out afer each pull Ths is shared wilh e “Tor et nod natwork hgs fewww dan me uktorist Hewfedwent X v K ur 019
g7« | = frastert cybarcrime-trackernet mebwark haps fcybercrime-trackse el Newfmdemnt X v X Your org
alghp
s v« | = Phishiankonknevalid  csv  Phishiank natwork. higs fidata phisitank comidata Newfedewmnt X v K Your org
phishing ling-anc csv
O » | = Ip-olock-ist - snortorg nps:asnart network Newtsdemnt ¥ v X Your org
Ooow | ox damondior_pa hectedt pan-unitd2 netwark Newmedeent v ¥ X Your org
antent comipan
ua mastenEamoadroy
amondiox_panels b
gne | = popagropers sgro network h New fre v o x Your org
pap3gropers ti
v | = Faode P Blocklist e heps Moo Hew fxe x  x x Your org
cawnic
gue | = setext openphish.com metwark haps opsnphish comPesd i Newfmdevent X v X Your org

Note: Synch status of the new feeds can be checked by hovering over the Administration and selecting Jobs.
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25. We can also see how our Home page is now being populated by feeds. We can click on the ID of any of them
to see more detailed information such as indicators etc.
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Task 7: Connecting our MISP data feed to Microsoft Sentinel

1. We once again go to the Content Hub from the Data connectors menu in Microsoft Sentinel and download
the MISP2Sentinel preconfigured data connector and click Install.



= Microsoft Azure ource

Content hub

MISP2Sentinel

ufs.. | Data cannector

Data Connectors:

Note: We will now be following setup instructions from github.com/cudeso/misp2sentinel.

2. To use our new connector, we will set up the Upload Indicators API. We begin by registering a new
application to our Azure tenant by going to the App registrations page using the main search bar and
selecting New registration.

App registrations | =

New registration Endpoints X Troubleshoot Refresh Download Preview features Got feedback?

| New registration

w features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but

All applications Owned applications  Deleted applications Applications from personal account

Start typing a display name or applicati ient) ID to filtel €. +'? Add filters

This account isn't listed as an owner of any applications in this directory.

3. We name our app and click on Register.



Register an application

Name
The user-facing display name for this application (this can be changed later).

pToSentinelApp

Supported account types
Who can use this application or access this API?
Account: i tional directory only (Default Directory only
nal directory (Any

ional directory (Al ft Entra ID t Aultits nd personal Microsoft accounts (e.g.

Personal Microsoft accounts only

Redirect URI (optional)

We'll return the authen n resp to tl ' r fi thenticating the user. Providing this now is optional and it can be
changed later, but a v

ect a platform

r an app you're working on here. Integrate gallery apps and other ap| m r ore tion by adding from

(Register

4. We take note of our Application (client) ID, Object ID, and Directory (tenant) ID.

H MispToSentinelApp

Delete Endpoints Preview features
w Overview vould love your feedback on Micre dentity platferm (p
# Integration tant Essentials
* Diagnose and solve problems

Manage icati ient) 1D ' 94640c5a -49f4-b700-e9e37ab4f196

anding & properties C ' b313098ff-af0d-4904-bd3d-5122f0ea52b3

. e656-4 d-06e3b4b615ba
uthentication a

5. We then go to the Certificates & secrets page under the Manage blade, select New client secret, name it,
and click on Add. We can leave the default expiry time.



= Microsoft Azure 0 Search resources, services, and dacs (6+/)

¢ MispToSentinelApp | Certificates & secrets

6. Now thatitis created, we make sure to copy our secret’s value, as it will not be shown again.

i Got a second to give us some feedback?

Credentials enable confidential ap to identify the tion t a web addressable location (using an HTTPS
). For a higher level of 3 recommend f

i Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0}
A secret string that the application uses to prove its identity when requesting a toke can be referred to as application p

MNew client secret

Description Expires Value Secret 1D

ProjectMISP 21/04/2025 3 ~Tn-c78Gg7hirLcEolMg7OatA6iFe .. [ | b4774bb3-100d-4eb8-bb29-fedds81%e ... [y

7. Now we need to add the Sentinel Contributor role to the app. We do this by going into the Log Analytics
workspace our Sentinel intsance is in, in this case SIEMlogs, navigating to the Access control (IAM) page,
and clicking on Add role assignment.



= Microsoft Azure £ search resources, services, and docs (G+/)

Fre——

Log Analytics work... SIEMlogs | Access control (IAM) #

Create Open recycle bin Add Download role assignments Feedback

= Overvew

Checkaccess  Role assignments  Roles  Deny assignments  Classic sdministrators
W Actwiy log

Aceess control (IAM) My sccess
view my e
# Tags
X Diagnose and sokve problems
# Lo Check access

Review the level of access group, service princial, or ma

Grant access to this resource
5 Usege and estimated
costs

View access to this resource View deny assignments New! Permissions Management

Grant access to resources by assigning a

5 Data export rale.

View the role assignments that grant access

View the role assignments that have been
o this and other resources. ace

Discaver, monitor and remediate unused
ic actions at this permissions in your Azure environment it
Microsoft Entra Permissions Management

» Network isolation

torage

il Properties
& Locks
Classic

- Legacy agents
= management

ctivity log
orage account

acy computer

space summary

o Virtual machines
* (deprecated)

= Microsoft Azure £ search resources, services, and docs (G+/)

Fre——

Add role assignment

' role definiion is a collection of permissions. You can use the built-in roles or you can create your own custom roles

Jab function roles | Privileged administrator roles
Grant access 16 Azure resources based on job fundien, such as the ability te ereate virtual machines.

Sentinel Type : All Category ¢ All
Name T Description T Type Ty Category T
Microsoft Sentinel Contributar Microsoft Sentinel Contributor BuitinRole Security

Microsoft Sentinel Reader Microsoft Sentinel Reader BuiltinRole

Security
Microsoit Sentinel Responder ™

crasoft Sentinel Responder Buittinfole Security
Showing 1 -3 of 3 result.

9. On the Members tab, we leave the User, group, or service principal radio button selected, click on Select
members, search for the name of our app, select it, and click on the Select button.




= Microsoft Azure  [ORUSEEH A search resources, services, and docs (G+/)

Add role assignment

Salected rola

Assign access to

Members

Object 1D

Description

10. We then click on Review + assign and it should now show up on the Access control (IAM) page of the Log
Analytics workspace.

SIEMlogs | Access control (IAM)  #

Number of role assignments for this subscription Privileged

000 2

Type : All Role : All

Condition

11. We need to create a MISP API Key. To do this, we go back to our MISP instance, hover over Administration,
and click on List Auth Keys.

Afterwards, this API key should ideally be stored in an Azure Key Vault, but for the sake of brevity we will
not be doing this for this project.



FY

List Lisers

List Auth Keys

List User Settings

Set User Setting 7 18 19 2
Add User

Contact Users

User Registrations HAHr.  #CoOIT.

12. On the Authentication key index page, we click on +Add authentication key.

Authentication key Index

AIISEOf AP KEYS BOLNG T 3 USEL

Alowad IPs Seen iP5 Actions

g ]

13. On the Add auth key page, we have the ability to secure our key buy creating an IP Allow list and setting an
experation date, but we will leave it blank for this project and click on Submit.

Add auth key

Auth keys are used for APl access. Auser can have more than one authkey, so if you would like to
use separate keys pertool that queries MISF, add additional keys. Use the comment field to
make identifying your keys easier.

User
admin@admin.test v
Comment
4
Allowed IPs
Y

Expiration (keep empty for indefinite)

[] Read only (it will unset all permissions. This should not be used for sync users)



14. We take a note of our key, as it will not be shown in full again later and click on I have noted down my key,
take me back now.

Auth key created

Flease make sure that you note down the auth key below, this is the only time the auth keyis
shown in plain text, =0 make sure you save it If you lose the key, simply remaove the entry and
generate a new ane.

MISP will use the first and the last 4 characters for identification purposes.

I dSDK1ZnkSwiay8vEoPPMELBNTECGIRIcowSglbsT I

| have noted down my key, take me back now

15. We now go back to the Azure Portal and create a Function app. We go to the Function app page through the
search bar and click on Create.

T =

Function App #

16. We then select the App Service hosting option.

Create Function App




17. We select the following configuration on the Basics tab and click on Review + create:

Field Value

Subscription Our current subscription.

Resource group SIEMproject

Function App name Enter a unique name, such as MISP2Sentinel.
Region Select the same region as previous resources
Runtime stack Python

Availability zone 3.11 (Any Python 3)

Size Premium V3 P1V3 (Can be left default)

Create Function App (App Service)

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription Azure subscription 1

Resource Group SIEMproject

Instance Details
Function App name MISPESentineﬂ
azurewebsites.net

Do you want to deploy code or Container Image
container image?

Runtime stack Python
Version 3.11
Region West Europe
i Mot finding your App Service Plan? Try a different region or select your App
Service Environment.

Operating System Linux

Environment details

Linux Plan (West Europe) | [Mew) ASP-SIEMproject-32

Pricing plan | Premium V3 P1V3 (195 minimum ACU/vC GE memory, 2 vCPU)

Zone redundancy

An App Service plan can be deployed as a zone redundant service in the regions that support it. This is a deployment

time only decision. You can't make an App Service plan zone redundant after it has been deployed o

Zone redundancy Enabled: Your App Service plan and the ap t will be zone
redundant. The minimum App Service plan instance count will be three.

Disabled: Your App Service Plan and the apps in it will not be zone
redundant. The minimum App Service plan instance count will be one.




18. We now go to github.com/cudeso/misp2sentinel, click on Code, and then the Download ZIP option.

@ misp2sentinel

About

MISP to Sentinel integration

& Clone

HTTPS  SSH  GitHub CLI

README

Note: We need to have Visual Studio Code and the Python, Pylance, Python Debugger, Azue Resources, and
Azure Functions extensions installed for the following steps.

~ INSTALLED

Azure Functions ') 369ms
An Azure Functions extensio...

£ Microsoft |%|

Azure Resources ‘D 158ms
An extension for viewing an...

£} Microsoft |%|

Pylance U 343ms

A performant, feature-rich ...

£ Microsoft |%|

Python 0 320ms
Python language support wi...
# Microsoft Iﬁl

Python Debugger "0 57ms
Python Debugger extension...

£ Microsoft |%|

19. We extract the .zip file and open the extracted folder with Microsoft Visual Studio Code. We select the Azure
icon, click on Sign in to Azure.., and choose Allow when prompted.



) file Edt Selection View Go Run Terminal Help £ 0nomos

AzRe
/ RESOURCES

Sign in to Azure..

MISPtot
STIXISONEncoder

1fycert

.exceptions. InsecureRequestiarning)

/ WORKSPACE
> B Local Project

®
&

> HELP AND FEFDBACK

V0 Wo 1ol 1 Spxcesid UTF8 F () Python A Selectnterpreter 3

20. We no go back into the Python scripts as there are two changes we need to make to the code.

I We go to the config.py file and change ‘MISP-Key’ to ‘mispkey".

File Edit Selection View Go Run Terminal

ators_ hashjson
} functionso
RequestManager.py

® RequestObjectpy

qitignore
Functio
g py.default
constants py

EOTRMNAL RC

No problems have been detected in the workspace.

1n 39, Col 44 (B selected) _Spaces:4 _UTF-8_LF_() Python

II. We then go to the _init_.py file and delete the code block under the ## Multi-tenant mode
comment.



File Edit Selection View Go Run Terminal Help O misp2sentinel-main

b _init_py

id,
SUER[CLIENT_SECRET
.ms_auth
.info
n_py - info(
¥ configpy
constantspy
{) existing indicators_hashjson obfus
{} functionjson get_misp_e
RequestManager.py ~format

RequestObjectpy ' cators, tenant

=R w o D

funcignore

ger. upload_indicators(parsed_indicat

grtignor
() hostjson
READMEMD

requirements.txt

>

docs

gitignore

AzureFunctionzip

config.py.detault

constants.py

cudeso_requirements.txt

UICENSE

READMEmd

RequestManager.py

Requestobj

requirements.txt

scriptpy i
ECRET]
SPACE_IL

main(mytimer .TimerRequest)
timestamp = datetime.wtenow().

mer.past_due:

info

.info(

ouTuNe
> T
1n 105, Col 1 ) Spcesd UTFS U () Python A Selectmerpreter

I11. We then right-click on AzureFunction and select Deploy to Function App.

Terminal sentinel-main

Hew File.
Hew Folder,
plon

rated Terminal

RequestMang '

RequestObj

frean
i+ Ctri+shift

)
ey s
it
e
v sothicu oM
ot

ﬁ‘? » OUTUNE
> TIMELINE

21. The function should now be visible under the Functions tab on the Overview page.



Functions Metrics Properties MNotifications (0)
{} set up local envirenment "'_:. Refresh

Name

22. We then go to Environment variables under the Settings blade and click on Add on the App settings tab.

Search
Searct

Overview

Activity log

Access control (
Tags

Diagnose and solve problems

a S\ © XK

Microsoft Defender for Cloud
Events (preview)

Better Together (preview)

> Functions

> Deployment

\/ Seftings

App settings | Connection strings

Name

APPLICATIONINSIGHTS_CONNECTION_STRING

N

I | X} Environment variables

{I! configuration
&% Authentication

Identity

23. We create the following variables that are expected in our MISP2Sentinel python code:

mispkey =
mispurl

local mode
keyVaultNam

tenant_id=

ENABLE_OR BUILD
FUNCTIONS_EXTENSION_VERSIOR
I FUNCTIC ORKER R IME
DO_BUILD_DURING_DEPLO ENT
DG CACHE H

-getenv(’

.getenv( ' loc
getenv(

getenv( ' te

: tepant_id,
client_id,

9]

Refresh

Show values

Value

(O]

(0]

Show

value

w value

W
o

W
o

Il

]

Trigger

Timer



tenant_id
client_id
clinet_secret

They can be found on the app registration page we made earlier.

workspace_id

It can be found on the Overview page of the workspace our Sentinel instance is in.
mispkey

The key we generated on the Authentication key index page of our MISP instance.
mispurl

The public IP address of our Ubuntu server, can be found on our VMs Connect page.

24. We also need to add a timerTriggerSchedule variable with a value of:

This is so that the function can run every 2 hours.

25. We then click Appy

App settings Connection strings

Name Value

< Show value

BUILD_F S @ Show value

C
C
=
C
pu
>
o
¢

client_id @ Show value
client_secret @ Show value
ENABLE @ Show value

FUNCTIONS_EXTENSION_VERSION © Show value
FUNCTIONS_WORKER_RUNTIME < Show value
mispkey < Show value
mispurl @ Show value
SCM_DO_BUILD_DURING_DEPLOYMENT @ Show value
tenant_id @ Show value
workspace_id @ Show value

XDG_CACHE_HOME @ Show value




26. Once we run the Function App, it should take a couple of hours for it to update in Sentinel. If we are
successful, the status of our MISP2Sentinel Conncetor should change to Connected.

Home » Microsoft Sentinel | Data connectors »

MISP2Sentinel -

]E Celete

% Misp2sentinel

Connected 2 MISP Project & ... (2 3 Days Ago
Status Provider Last Log Received

27. We should also now have our new threat intelligence indicators available.

|r0 Search | SIS () Refresh -+ Addnew - Import [ Delete == Columns
> General

.- Qo | +24k | @2
A

rEaaManagemen Tl alerts Tl indicators Tl sources

& Incidents

a workbooks

@ Huntin 4 %

g v — ) What would you like to search?
.
& Motebooks “

«" Entity behavior

&) Threat intelligence w \:I Name vesliies
&% MITRE ATTACK (Preview)
D WMC RFE feed [network-traffic:dst_ref.type = 'ipvd-ac
/- 50C optimization
v Content management D WNC RFB feed [network-traffic:dst_ref.type = 'ipvd-ac
WMC RFB fee [network-traffic:dst_ref.type = 'ipvd-ac
Y Content hub PxT e P :
& Repositories (Preview)
& Community D WMC RFE feed [network-traffic:dst_reftype = 'ipvd-ac
v Configuration D WMC RFE feed [network-traffic:dst_refiype = 'ipvd-ac
@ Workspace manager
#% (preview) D WNC RFB feed [network-trafficdst_refype = 'ipvd-ac
£ Data connectors
\:I WVMC RFE feed [network-traffic:dst_reftype = 'ipvd-ac
& Analytics
4 summary rules (Preview) \:I WNC RFB feed [network-trafficdst_ref.type = 'ipvd-ac
& watchlist
D WMC RFE feed [network-traffic:dst_ref.type = 'ipvd-ac
s Automation
£+ Settings D WMNC RFE feed [network-traffic:dst_ref.type = 'ipvd-ac



28. We should also now have threat intelligence indicators available as a table that we could use to create alerts
in Sentinel

Tables Clueries Functions e K
|/':' Search
(7 Filter ) |= Group by: Solution

17 Collapse all

Favorites

You can add favorites by clicking on
the ¥ icon

* LogManagement

4 Microsoft Sentinel

¥ H SecurityEvent

» H Threatintelligencelndicator

¥ Security and Audit



